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1110 TAKE KIBEPBYJIHI?

KiGepOyainr, abo Oyainr B InTepHeTi — 1je yMUCHE 1[bKYBaHHSA AIOAU-
HO0 200 IPYIIOI0 AKOAE TIEBHOI 0CcO0OM v IHTEpHET-pOCTipi, SIK paBu-
AO, IPOTATOM TPUBAAOTIO 4YaCy.

MerTa KibepOyAiHTY PiBHUTBCS B 3aA€KHOCTI BiA 110r0 popmu, OAHAK B
OyAb-SIKOMY BUITAAKY BOHA TIOB sI3aHA i3 3aBAQHHSM IIKOAU iHIIIN AIO-
AVIHI — y TIEpILIY Yepry, ICUXOAOTIYHOI, OAHAK IIKOAA MOXe OyTu i1 Ma-
TepiaAbHOI0 200 Pi3NIHOIO, AKILO HACMABCTBO 3 OHAQNH-CEPEAOBUILA
NeperiAe Y PeaAbHY MAOIIVIHY.

KibepOyAiHr MO)Ke MPOSABAATHUCA Y HACTYNHUX (popmax:

7 HamaAKm, IOCTiVHI BUCHAXAUBI aTaku (aHeA. harassment) — Hail-
vacrile e 3aAyYeHHs MOBTOPIOBAHMX 00PA3AUBUX ITOBIAOMAEHD,
CIIPSIMOBAHUX HA XEPTBY (HaANpukiaod, COMHI NOBIOOMAEHDb, NO-
CMITiHI 00pa3AuBi KOMeHmMapi Ha CHOPIHUL WePmBL).

7 Hakaen (anea. denigration) — po3nOBCIOAKEHHS IPUHU3AUBOI/00-
pasauBoi HenpaBAuBoOI iHdopMauii mpo AAMHY. Lle MoXyTh OyTH
TEKCTOBIi MoBipoMAeHHS, GOTO, MEMU TOII[O.
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ITy6Aiune po3rosomennsi ocoducroi indopmauii (anes. outing
and trickery) — noumpenHst ocobucToi indopmarii, HapuUKAaa, iH-
tumHux dororpadii, pinaHcoBoro crany, xobi Toio 3 METOW 06-
pasuTu ab0 MWAHTAXKYBATH.

CaMO03BaHCTBO (aH2 /. impersonation) — 1ie CUTYyallii, KOAU OAHA AIO-
AVIHA Brpae cebe 3a iHIIY, BUKOPUCTOBYIOYM ITAPOAD AOCTYITY AO il
AKAYHTY B COLIIAABHMX MEPEXaxX, OAOTY, MOIITH, CUCTEMY MUTTEBUX
MOBiAOMAEHbD TOIL[0, A IIOTIM 3AIICHIOE HETaTUBHY KOMYHIKaLIilo.

@ 110 YBAI'H!

Taxi Aii MOXyTb OyTM pesyabrarom dimmurosnx arax. Lle
crpoba oTpuMaT AOCTYII AO TBOEI iHdopMmaLil masixom 0oma-
Hy. Hanpukaaa, 3a AONIOMOI 010 MOBIAOMAEHHS, SIKE BUKAMKAE
AoBipy. Hivoro He mip03proroun, Tu MoXKell BBeCTu iHpopma-
11il0, IKa AOIIOMOYK€ OTPUMMATU AOCTYII AO TBOIX akayHTiB. Ta-
KOJK «CaMO3BaHelb» MOXKEe CTBOPUTU iAeHTUYHMIT IPOdiAb Oa-
’KaHOI CTOPIHKM Ta BUAABaTU ce0e iHuoro/ixury.
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Xemni-caemninr (anea. happy slapping) — HaCUABCTBO 3apaAu PO3-
Bary, HaIIpMKAaA, AO TaKOT'O BMAY HaCMABCTBA HAA€XATb CUTYaL,
KOAM XTOCh 3HIMa€e Ha Kamepy TeAedOHa HACUABCTBO, 10 KOIThCS
B peaAil, AAsI TIOAQABLIOTO PO3NOBCIOAKEHHS B I[HTepHeT-Mepexi.

OHAQIH-TPyMiHr — 1je TOOYAOBa AOPOCAVM/TPYIIO AOPOCAKX
0Ci0b AOBIpAMBUX CTOCYHKIB 3 MaitOyTHBOIO )KEPTBOIO 3 METOI0 OT-
pumanHA ii iHTMMHMX (OTO/Bipeo. 3a3Buyail 3A0UYMHII peecTpy-
I0TbCA B COLIAABHUMX MeEpekaxX ITiA BUTAIAOM MOAOAUX AIOAEMN,
AAQITYIOYM CBOK CTOPIHKY ImiA YITOAOOaHHS 00paHOl KePTBU, UK
HAaAQrOAKYIOTh KOHTAKT B OHAAMH-IIrpax.

OHAQH-TPYMIHTI MOX€ TPUBATU Bip OAHOTO Beuyopa AO AEKiAb-
KOX TIVDKHIB, Iepi HiXX Oyae orpumano nepite GoTo, a 0dairi novu-
HAMbCA BUMA2AHHSA 2pouteti, OiAbul IHMUMHUX (homoepagiii Hu
NPUMYULYBAHHS 00 0COOUCMUX 3YCMpidel].



LLI0 POBHTH, LLLOB SMEHLLMTH PHU3HK

KIBEPBVJIHIY?

KoHTpoA0II momupeHHs CBO€El 0co0ucToi indpopmarii
Ta HAAAIITYW NPUBATHICTh Y BAACHUX aKayHTaX

[Tepeaycim, HEOOXIAHO po3ibpaTucs i3 MOHATTAM «ocobucra iHdop-

MalLisi».
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Ocobucra indopmanis — ue iu-
dbopmauis, sixka ipeHTHdiKy€E KOH-
KPETHY 0CO0Y.

Hampukaaa, Ao Takoi indopmariii
HAA€XUTDb:

iM’s1 Ta ipi3BuILE;

BIK;

appeca BYAML, AOMY 4YM Ha-
BYAABHOTI'O 3aKAQAY;

HOMepU TeAeDOHiB;

iHmi meaAuyHi, iHaHCOBI uM
0co0MCTi AQHi;

€AeKTPOHHA aApeca TOIIO.

TBOsI CTOpiHKA Y COLiaAPHUX MepeXax Ma€ OyTu 3aKpuTa Ta MICTUTU
MiHiMyM 0cobucTol indopmariii Ta OyTU BIAKPUTO AMILIIE AASI TUX O€3-
MIEYHUX OAHOAITKIB Ta AOPOCAMX, SIKUX TU 3HAEII Y PEAABHOMY >KUTTI.

@ NAM AATAH!

Bcsa indbopmatis npo tebe, dororpadii, AuctyBaHHs yu me-
penucku y 6yAb-SKUiT 4aC MOXKYTb ONMMHUTUCS Y PYKax 3A0-

BMUCHUKIB.

:



OTo0XK,

7 TIEPErAsIHb Ta HAAQIITYM IIPUBATHICTb CBOIX AaKayHTIB Yy COLIIAABHUX
Mepexax;

7% 3aXUCTU CBOIO iHPOPMALIil0 HaAITHMM ITAPOAEM Ta Yac BiA yacy 3Mi-
HIOU 10T 0;

7 3aAULI BIAMITKY reoAokauii Ha TeAeOHi Ta iHIIMX rapA’keTax BUMK-
HEHOIO (BBIMKHEHA re0AOKaLlisl MOXKe MAKA3aT 3AOBMUCHUKAM, A€
TU TIPOKUBAELLL, TBiVl HABYAABHUM 3aKAAA TOIIO);

7 BKa3yil MiHiMym ocobucToi indopmauii mpo cebe, 6aTbKiB Ta iHIIMX
OAM3BKIX AIOAEIL.

IlepeBipsii1 Bce, 110 HAACUAQAELI 3HAIOMUM i HE3HAIOMUM AIOASIM,

Ta MyOAiKyem B IHTepHeTi, 3a AOIOMOro0 3anuTaHHA-TecTy «bia-

oopa»

1. YaBu cobi BeAukuit 6iAGOPA, SKMIT PO3TALIOBAHUI [TOCEPEA BYAULI
paiioHy/y ueHTpi MicTa/0iAsl HABYAABHOTO 3aKAAAY.

2. YaBu, mo inpopmauis, AKy TM XOuell 3aroCTUTH/HamucaTy, oyae
po3MiljeHa Ha HbOMY.

3. Skio He mpoTH, 1O 1i M0OAYATH YCi, TO CHOKITHO MOXKHA ITOCTUTH,
a AKILO CTA€ He3ATUILIHO — 1€ pa3 KPUTUYHO OLIiHMU II.

@ NAM ATAH!

I[o1HO XTOCH BiATIpaBUB SIKYCh poTorpadiro uepe3 MoOiAbHUIM
TeAeOH uu iHImMIT TAAXKeT, BOHA OiAbllle HE HAAEKUTH KOH-
KPEeTHIill AI0AMHI — 11 iHdopMaliisi y BAacHOCTI Mmepexi IHTep-

HET, HIXTO He 3HAE€, 5K Il MOXXYTh BUKOPUCTATH i 5K Lie Biai0 €Th-
Cs Ha pemnyTauil AIAMHU. 3 MIOBIAOMAEHHS, sIKe HaAiCAaHe, a
noTiM BUAAAEHe, MOTAU 3pobutu ckpinmot (cdororpadysa-
1), 2 GOTO 30€eperTu Ha iHmMI1 HOCIL. HaBiTh SIKIIO TV BrieBHe-
HU (-2) Y TOMY, KOMY HAACHAQELLI I[OCh 0COOMCTE, iHTMMHE UK
KOMIIpOMeTYioue — Bu(pOBMIL CAiA 3aAUIIUTHCA HA3aBXANL.




@ UMcdPOBHIA CNIA

Yce, 1m0 3aAMIIAETHBCSA Yy MaM’ATi Mepexi: BIAKpUTTS aKa-
YHTiB, CTBOPEHHS NMAapOAiB, BiABiAyBaHHS NEBHUX CANTIB,
AalKi, KOMEHTapi, NOKYIKHU TOWIO.

|

OToXK,

mepeA TUM, SIK MTOAIAUTICS 0COOUCTO0 iHbopMalliero, A0Ope moaymait,
IO TU XOYelll 3aBAHTAXKUTU, TA 3 KMUM LIMM IMOAIAUTUCS!

AopaBail y «Apy3i» TiABKU peaAbHO 3HAIOMUX Oe3MmeYHnx
AIOAEN

CriAKyBaHHS 3 HE3HAIOMUMU AIOABMU Y YaTax Ta Ha GopyMax MOXKe
Oytu HebOe3meunnMm. PiBeHb HeOe3IeKM 3pOCTAE, KOAM HE3HAVIOMELb
MIPOCUTH MTOAIAUTUCS 3 HUM 0COOMCTO iHdOopMariie abo X iHTUMHM-
mu $oTo. Byab 06aunum (-010) i B )KOAHOMY BUITAAKY HE pOOU 11bOrO,
apxe moTim iHdopmais a60 GOTO MOXYTh CTaTH MPEAMETAMH LIAH-
TaXXY, 1[0 MOXXe IIepepOCT y MOTPO3U Ta BUMOI'Y OYHOI 3yCTPiui.

Kputuuno craBcs Ao iHdopmaunii, po3mimenoi B Intepneri,
Ta NepeBipsAn il 3a AONIOMOTI 00 AEKiABKOX AJKEPeA.




110 POBHTH, AKLLO LIOAO TEBE 3AIMCHIOETHCA

HIBEPBYJIHI?

3aAumanca cnokinHum (-0x0)

IMepiue, w0 HEOOXIAHO 3pobuTH, — Le TAnboKkumit BAux. Kpame Oyae
BUIITU 3 COLIiaAbHOI Mepexi, Ae OYB CKOEHUIT HaTIaA KibepOyAinry, abo
BUMKHYTU AeBaric. 3pobu nepepBy. [Tam'siTait, mo A0AHM, SIKi 0OpaXka-
10Tb Tebe, sIK MPaBUAO, MAKOTh KYITy TIPOOAEM, i IPOCTO HAMAaraKTbhCs
BiAuyTU cebe Kpalile, HAmaAQI4y Ha iHIIMX.

He BiaonmoBipam

Ay>XXe BaXAMBO He BCTYIATU B
pPO3MOBY 3 KibepOyAepoM, sKuit
IIYKA€E CIIOCOOM PO3AKTUTH/3a-
yenuTu Tebe, BUBeCTU 3 cebe, i [ °

1[0 HANI'OAOBHillle — BiH/BOHA 9
YeKae, 10 3MyCUTh Tebe BiATIO-

Bictu. TomMy HIKOAM He AaBait =
OYiKyBaHOIO — IrHOpPyM MOBi-
AOMAEHHS i KOMeHTapi. =

Po6u ckpinmoru

He Bupaasin Hi4Oro 3 Tux 06-
pas3, ski Oyau HapicAani TOOI.
Axio To0i AOBEAeThCs MisHile
PO3IOBICTY TPO Lie AOPOCAUM,
KEPIBHMLTBY HABYAaAbHOIO 3a-
KA2Ay ab0 IMPaBOOXOPOHHUM
opraHaMm, TOOi 3HAAOOASATHCS
AOKas3I.

3abAoKkyiiTe KiOepOyAaepa

[MepexoHaiics, 1o KibepOyAep BHECEHUI Y «YOPHMUIT CIIMCOK» i 3a0A0-
KyBaHuM, 00 BiH/BOHA He 3Mir/Aa Oiabie 3B's13aTucs 3 T0O6010. HaBith
SIKILIO BU CIIAKYBAAKCSI TIABKU B OAHII COL[IAABHIN Mepexi, 3a0A0KYI1
MOro/1i 1 B iHIIMX, {00 MONepeAUTI HACTYIIHI Cipoou.



ITopan ckapry

ITicas TOro, sIK T 3a0AOKyew KibepOyAepa, HamuIM apMiHiCcTpaTopam
COL[IaABHOI MEPEXKi, 100 BOHY BXKMAU BiATTOBIAHMX 3aXOAIB 1I[0AO 3a1100i-
raHHs HOBMX BUITAAKIB aTak.

ITopiAuch CBOIMU nEepe)XUBAHD 3 AOPOCAUM, IKOMY AOBips€m
ITam'siTait, TM He MOBUHEH (-HA) MIPOXOAUTM Yepes BCe 1je Ha caMoTi. Ao-
BipcCs1, Hexal TOOi HapaAYTh HEOOXIAHY MIATPUMKY.

IToroBopu npo HamaAu Ha Tebe 3 AOPOCAUMY, 3 IKUMU TU BipgdyBae cede
KOMGOPTHO Ta SIKUM AOBipsiewr. BoHu AomomoxyTh TOOI Biopatucs 3 cu-
TYaL€l0, IO CKAAAACAL.

He 6iiics B>)xuBaTu pinry4mx 3axoAis
Ao 6yAr BUKOHAHI BCi BUILjeTIepepaxOBaHi MOPaAK, aAe aTAKU HE TIPU-
NUHSAIOTHCS, i TV MEPEXMBAELI 32 CBOK Oe3reky, pobu pimydi Kpoku —
3BEPHMCDH 3 LIUM IMUTAHHAM AO MOAILIIL.

Teaedon HamioHaABHOI AUTAYOIL AiHIT AOBipH,
KYAU TU MO)Kelll 3aTeAeOHYBATHU Ta MOAIAUTHCS
ycimMa CBOIiMU IepeXUBAHHIMU,

a TAKO)K OTPMMATU KOHCYAbTALIiIO0:
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